
Member

Settings - Security
Turn on two-factor authentication or change  
your password in the Security settings.

	 Click your name.

	 Click Settings.

	 Select Security.

Security Information

	 This shows your username. To change it, click on 
	 your username. Usernames must not already be in
	 use, be between 8 and 15 characters and may use
	 any combination of letters, numbers, periods and
	 underscores. Click Save Changes to update
	 or Cancel to cancel.

	 Your password is hidden for security purposes.  
	 To change it, click the pencil icon. 

		  Type your current password here.

		  Type your new password here.

		  Type your new password again here to confirm it.

	 Click Save Changes to update or Cancel to cancel.
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Two-Factor Authentication

Two-factor authentication is an added layer of security you  
can choose to activate. When you log into online banking,  
you can have a code sent via voice call or text message to 
verify that the person accessing the account is you.

	 By default, two-factor authentication only happens 
	 when you log in from a new device. To use two-factor
	 authentication on each login, regardless of device,
	 move this switch to ON. Please verify your identify
	 by text or call when prompted.

	 To receive a code via text message, click the pencil
	 icon and move the switch to ON. (You must have a
	 phone number associated with your account.
	 To add one, see Settings - Contact.) Click Done.

	 To receive a code via voice call, click the pencil icon
	 and move the switch to ON. (You must have a phone
	 number associated with your account. To add one,
	 see Settings - Contact.). Click Done.

	 Select Enroll and scan or enroll the code into 
	 your authenticator app.
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	 If you activate more than one form of two-factor 
	 authentication, you can check the box next to
	 Set As Preferred Authentication Method before
	 you click Done to make that the default choice.

Remembered Devices

	 This section lists devices you have logged in from
	 before and chosen to remember. To delete a device
	 from this list, click on the trash can icon next to it.

Push Notification Registered Devices	

	 This section lists devices you have allowed push
	 notifications on. To delete a device from this list,
	 click on the trash can icon next to it.
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OFF ON

OFF ON

OFF ON

A one-time code will be sent to your email address of choice. The email addresses
can be edited under the Contact tab.

PLEASE CHOOSE QUESTION/ANSWER PAIRS THAT YOU CAN EASLITY REMEBER: 
The following questions and answers help keep your account information secure. It’s
important that you choose question and answer combinations that are not easy to
guess, but at the same time, are easy for you to remeber (select the arrow to the
right of each question to browse question options). As an extra security measure, we
will ask you to remember your answers the next time you log in and occassionally
ask you to answer them during subsequent logins.

A one-time code will be sent to your email address of choice. The email addresses
can be edited under the Contact tab.

JOHNDOE@EMAIL.COM

Edit in contact settings

Set As Preferred Authentication Method

Done

Set As Preferred Authentication Method

Done

Set As Preferred Authentication Method

Done

EMAIL

EMAIL CODE

CODE VIA SMS

SECURITY QUESTIONS

Select question 1

Answer

Edit in contact settings

CELL PHONE (000) 000-0000

OFF ON

A one-time code will be sent to your email address of choice. The email addresses
can be edited under the Contact tab.

Set As Preferred Authentication Method

Done

CODE VIA VOICE CALL

Edit in contact settings

WORK

HOME

CELL PHONE

(000) 000-0000

(000) 000-0000

(000) 000-0000

Select question 2

Answer

Select question 1

What is the name of your elementary/primary school?

How much did you pay for your first car?

What was your favorite restaurant as a child?

Select question 3

Answer

Select question 2

What model year was your first car?

What was your favorite childhood sport?

What is the street number of the house your grew up in?

Select question 3

How long does it take you to get to work?

What brand of vacuum do you own?

What street did you live on when you were in junior high/middle school?
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